14 - VA Contractor Supplemental Rules of Behavior

VRE Contractor Supplemental Rules of Behavior

(A separate form is required from Contractor and each staff member)

Name:                    _________________________________________________

Location:               _________________________________________________

Company Name:   _________________________________________________

In addition to the reviewing and signing the VA National Rules of Behavior (Attached), the following supplemental guidelines are provided to you to read, acknowledge, and agree to the terms. 

Environment 

I will ensure that my work is not shared, discussed, or accessible by anyone not officially involved in the contract in the office, at home, or off-site. 

I understand that I am only allowed to work on VR&E cases I have been assigned and not to work, view or otherwise handle cases involving individuals whom I know personally such as co-workers, friends, spouses, etc. 

I agree to properly secure my notebook computer, working papers, notes, and case files in an “office” quality metal filing cabinet with a factory-installed push button key lock when not in use for more than short periods.  I will always lock my office door when leaving the area where my computer and paperwork is located.    

The computer must have a screen saver feature that activates after 10 minutes of inactivity.  If I use a computer in place where others can view my work, I will use a privacy screen. 

I understand that if I am working from a home-office type of environment my work area will be in a room with a locked door.

Computer Equipment

I agree not to use equipment that has not been properly prepared by my Prime Contractor and the computer has hard drive VA approved encryption software installed.  

I agree to use the computer for this contract work only, and not for personal or recreation use.  The computer will not be shared with anyone in the office or home at any time.   

I understand that when I leave the contract, the computer hard drive will be destroyed (degaussed) or the computer will be recovered by the Prime Contractor and after a configuration checkup, reissued by the Prime Contractor to someone else authorized to work on the NAS contract.  I am to contact the Prime Contractor for instructions regarding the disposition and safekeeping of the computer.  

I understand that I am to run an approved data eraser program (three passes) on my computer before shipping my computer to the Prime Contractor or some other designated individual.   I will ensure all information on my computer was printed and kept in the file cabinet for further disposition before erasing computer storage.   

I agree to allow the Prime Contractor or VA Government official access to office / home / alternate worksite as required, during normal working hours, to ensure compliance with the terms of this contract and Rules of Behavior.  The Government representative or Prime Contractor will provide the Contractor with a minimum of 24 hours notice. 

I agree to keep a hard copy backup file of cases I sent to the VA in my file cabinet in case my computer fails.  After a suitable period of time I will delete the files from my computer and dispose or return paper files following VA guidelines and/or instructions from the QAM.   

I understand that contract paper files, working papers, notes, etc. will either be shredded using an approved “high-security” cross-cut shredder, or returned by secure mail to the VA or Prime Contractor.  The terms of the contract specifies how long hard-copy files are to be kept on site.   

I will not perform maintenance repairs, upgrades, or enhancements to my computer used on this contract without approval from the Prime Contractor. 

Transportation of Computers or Files

I agree to avoid any unnecessary stops (i.e. grocery store, bank) when transporting computers,  CER folders, or other VA sensitive data used on this contract from your work site to another location.  

I agree not to transport the CER folders, papers, reports, etc. or other identifying documents, by vehicle, unless the folders are placed in a locked bag/locked brief case, stored where it cannot be seen, and no identifying information can be viewed from outside of the vehicle.  

I understand that at no time will VA documents or computers leave my control.  I will lock the bag/brief case prior to leaving the official work site and place the bag in the trunk of the vehicle (if available).  The participant should minimize stops and travel as directly as possible to and from the official work site to the alternative work site

Bag Details:   The bag can be a canvas bag with a lock or a briefcase.  
Removable Media  

I understand that I am not to use Removable media, such as CDs, personal storage drives (a.k.a. thumb drives), and DVDs on this contract. I further understand that I am prohibited from copying VA data/information accessed in execution of this contract to any removable media.  

Folders and Working Papers

I agree not to remove the Counseling Evaluation Rehabilitation (CER) folder or counseling reports from my home-office or company workspace without official direction from the Prime Contractor or the Quality Assurance Manager (QAM) for the contract.  

I understand that all paper files must be shredded using a “high-security” cross-cut shredder, or mailed to the Prime Contractor’s site or QAM for disposal or archiving. 

All computers, documents, papers, files, etc. will be mailed in a sealed (use only filament tape) envelope, with a cover label (see attached), and shipped by Fedex (user on-line tracking).  

I understand that all CER folders must be labeled as “Sensitive - Official Government Business Only” and kept in a fire-proof (at least Underwriters Laboratory Class 350 One or two hour rated) locked file cabinet with a high security lock.  

Prime Contractor Security Briefing 

I have received a security briefing from the Prime Contractor.  Before a sub-contractor is approved by management, the local representative from the Prime Contractor will educate the employee on security requirements and best practices at the home worksite.

Reporting a Security Incident

Protecting VA data and the confidentiality of a veteran’s personal information is extremely important to the VA and this contract. You must understand the important of identifying and reporting security incidents in a timely manner to the right people.  A security incident is defined as a real or suspected adverse incident that possibly compromised your work and possibly exposed the veteran to undue personal harm. 
Examples of reportable incidents would include activity such as:  

· Suspected or actual loss or damaged data (data or paper)

· Fire, floods, or other natural events that cause you to leave the data unsecured.  

· File cabinets or office space accessed by unauthorized persons. 

· Your computer was subjected to real virus attack/unwanted disruption or loss of service. 

· Hardware/software failure or theft that results in a loss or potential loss of VA data

· Unauthorized use of your computer. 

· Changes to system hardware, firmware, or software characteristics without the owner's knowledge, instruction, or consent.

· Sharing usernames and passwords to your computer. 

If you suspect an incident may have occurred, you agree to contact the following individuals by phone and email within ONE HOUR of discovering the incident.  Contact all of the following:  

POINTS OF CONTACT TO BE PROVIDED AT TIME OF AWARD.

Disclosure  

I agree to protect Government/VA records from unauthorized disclosure or damage and will comply with the requirements of the Privacy Act of 1974, 5 USC 552a.
Standards of Conduct 

The employee acknowledges that he/she continues to be bound by the VA standards of conduct while working at the alternative worksite. 

Signatures:

I have read and understand this Rules of Behavior 

_______________________________________________________________

	      Employee (Signature)
	Date

	
	


	Information Security Officer (Signature)
	Date

	
	

	 Quality Assurance Manager 
	Date



